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1. Information leakage
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Overall Top Vulnerability Classes

Cross-Site Scripting
Information Leakage
Content Spoofing
Cross-Site Request Forgery
Insufficient Authorization

SQL Injection

B Predictable Resource Location
Session Fixation

Brute Force

HTTP Response Splitting
Abuse of Functionality
Insufficient Authentication
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1. steganography
2. information hiding
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1. covert storage channel
2. covert timing channel
3. predictable

4. variable

5. substitution

6. erasures
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1. passive
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1. normalisation

2. header extensions
3. padding

4. timestamp

5. checksum

6. tunneling
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2. packet rate

3. timeinterval

4. synchronisation
5. inter-packet times
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